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1. Key principles and objectives

The purpose of this policy is to document how Magellan Financial Group Limited (“MFG”) and its related
bodies corporate (together, the “Barrenjoey Group” or “Barrenjoey”) collects, uses, stores and discloses
personal information in accordance with the requirements of the Australian Privacy Principles (APP) of the
Privacy Act 1988 (Privacy Act). The APPs are principles-based and outline principles for how personal

information is handled across different technologies.

The Notifiable Data Breaches Scheme (NDB) applies to all agencies and organisations with existing
personal information security obligations under the Privacy Act. The NDB scheme introduced an
obligation to notify the Office of the Australian Information Commissioner (OAIC) and individuals whose

personal information is involved in a personal information breach that is likely to result in serious harm.

To see how Barrenjoey Markets Pty Limited, ADGM Branch collects, uses, stores, and discloses personal

information please refer to the Barrenjoey Markets Pty Limited ADGM Branch - ADGM Privacy Notice.

1.1 Key principles and objective

The key principles and objectives of this policy are to seek to ensure that:

e Barrenjoey takes reasonable steps to seek to ensure that it complies with the APPs and the Data
Breach Response Plan (DBRP) when handling inquiries or complaints from individuals as well as
managing, documenting and escalating a personal information breach

e Barrenjoey only collects personal information that is reasonably necessary for, or directly related to,
one or more of its functions or the activities of its business

e Barrenjoey only uses and discloses personal information for a purpose for which it was collected
(known as ‘primary purpose’), or for a secondary purpose in certain circumstances

e Barrenjoey does not disclose personal information outside of Australia unless it has taken
reasonable steps to seek to ensure that the overseas recipient of the information has adequate data
protection arrangements in place, or the individual has consented to the disclosure of the
information

e Barrenjoey seeks to keep information secure

e Barrenjoey takes reasonable steps so that any personal information held about individuals may be
accessed by those individuals

e Barrenjoey does not use or disclose personal information for the purpose of direct marketing
e Barrenjoey makes every effort to resolve complaints within a reasonable time

e Barrenjoey has systems and procedures in place to identify and respond to personal information
breaches effectively.

e Barrenjoey is familiar with the requirements of the NDB scheme, which is an extension of Barrenjoey’s
information governance and security obligations

MFG ®©
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e There is awareness that reporting obligations applicable to a personal information breach may also
trigger reporting obligations outside of the Privacy Act (for example, ASIC, APRA, AUSTRAC and
Law Enforcement).

The policy incorporates the DBRP.

Legal is responsible for the maintenance of this policy. Defined terms in this document are set out in the
Glossary.

1.2 Applicability

This policy is applicable to all Employees of the Barrenjoey Group.

Employees must comply with the requirements of this policy and Supervisors are responsible for
overseeing compliance. Non-compliance with, or breaches of this policy will be reported, considered, and

assessed in accordance with the relevant policies.

2. Collection of Personal Information

21What is personal information?

Personal information is information, or an opinion, about an identified individual, or an individual who is
reasonably identifiable. Even information that is not about an individual on its own can become personal
information when it is combined with other information, if this combination results in an individual

becoming ‘reasonably identifiable’ as a result.

2.2 Solicited

Barrenjoey will only collect personal information that is reasonably necessary for, or directly related to, one
or more of its business functions or activities, (“APP 3”). The types of personal information that may be

collected include (but are not limited to) the following:

e Name e Taxfile number

e Address e Employment history

e Date of birth e Education history

e Gender e Information contained in identity documents,

e Nationality such as a passport number and driver’s license

number and

¢ Information necessary to make or receive
payments to or from clients/vendors or
necessary to effect security

e Financial information e transactions on the client’s behalf.

e Residency status
e Telephone number
e E-mail address

In certain circumstances Barrenjoey may also collect sensitive information. This may include information

about an individual’s:
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e Health e Religious or philosophical beliefs

e Racial or ethnic origin e Membership of professional or trade

e Political opinion or membership of political associations or trade union and
associations e Criminal record.

Unless the collection of sensitive information is required or permitted by law, in addition to seeking to
ensure the sensitive information is reasonably necessary for a function or activity of Barrenjoey’s business,

Barrenjoey must first obtain the individual’'s consent to the collection of that information.

Barrenjoey must only collect personal information by lawful and fair means and not in an unreasonable or

intrusive way. Barrenjoey will collect personal information from individuals when the individual:

e Visits Barrenjoey’s website

e Requests information about Barrenjoey’s products or its services

e Provides feedback about Barrenjoey’s products or its services

e Applies for a position with Barrenjoey

e Contacts Barrenjoey by telephone, email, post, or in person

e Applies for and continues to use a Barrenjoey product or service

e Updates their personal information or another person’s personal information held by Barrenjoey
o Deals with Barrenjoey as a key contact or employee of a client or supplier or

o \Visits Barrenjoey’s premises.

On occasions Barrenjoey may need to collect personal information about individuals from third parties.

See section 2.5 for further details.

2.3 Unsolicited

If Barrenjoey receives personal information which it did not request, it must within a reasonable period
after receiving the information, determine whether the personal information is reasonably necessary for a
function or activity of its business. If Barrenjoey determines that it should not have collected the personal
information, and the information is not contained in a Commonwealth record, Barrenjoey must as soon as
practicable but only if it is lawful and reasonable to do so, destroy the information or seek ensure that the
information is de-identified, (“APP 4”).

2.4 Notification

When personal information about an individual is collected, APP 5 requires Barrenjoey to take reasonable

steps either to notify the individual of certain matters or to seek to make the individual aware of those
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matters (referred to in this chapter as ‘APP 5 matters’). Reasonable steps should be taken at or before the

time of collection, or as soon as practicable afterwards.

The ‘APP 5 matters’ are notified in a Barrenjoey Privacy Statement which is available on the Barrenjoey

website and the Barrenjoey Intranet. The Privacy Statement is to be reviewed periodically, at least as often

as the Privacy Policy and any changes to the Privacy Statement are to be settled by Legal following

consultation with appropriate stakeholders based on the changes proposed. The APP 5 matters include:

The identity and contact details of Barrenjoey
If the personal information is collected from someone other than the individual

If the collection of the personal information is required or authorised by or under an Australian law
or a court or tribunal order

The purposes for which the personal information is collected

The main consequences (if any) for the individual if all or some of the personal information is not
collected

Any other APP entity, body or person, or the types of any other APP entities, bodies or persons, to
which Barrenjoey usually discloses personal information of the kind collected by them

Information about how an individual can access their personal information that is held by the
Barrenjoey Group and seek the correction of such information

Information about how an individual can complain about a breach of the APPs, or a registered APP
code (if any) that binds Barrenjoey, and how Barrenjoey will deal with the complaint, taking into
consideration the requirements outlined in the DBRP

Whether Barrenjoey is likely to disclose the personal information to overseas recipients and if
Barrenjoey is likely to disclose the personal information to an overseas recipient — the country or
countries in which such recipient or recipients are likely to be located.

2.5 Third Party Collection

On occasion, Barrenjoey may need to collect personal information about individuals from third parties.

However, Barrenjoey will only collect personal information in this way if it is unreasonable or impractical to

collect this information directly from the individual or if it is otherwise permitted to do so. This may include

collection of personal information from a third party:

MFG

Where a client has applied for a product or a service and the details of the client’s officeholders,
account signatories and/or beneficiaries are provided to Barrenjoey by the individual applying on
behalf of the client

Such as agents and service providers which may be located overseas
Such as law enforcement bodies

Such as statutory and regulatory bodies
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Via publicly available sources including the internet and telephone directory
Via industry databases

Via marketing organisations.

3. Use and Disclosure of Personal Information

Barrenjoey should not use or disclose personal information for another purpose (a secondary purpose)

unless the use or disclosure is required or authorised by law, or the individual has consented, or the

individual would reasonably expect that Barrenjoey would use or disclose the information for a secondary

purpose, and where the information is:

MFG

Sensitive information, the secondary purpose is directly related to the primary purpose or

Personal information, the secondary purpose is related to the primary purpose, (“APP 6”).

Personal information will be collected, held, used and disclosed for the purpose of undertaking

Barrenjoey’s obligations and providing services / products or for any of the following purposes:

Managing client relationships and or servicing clients globally
Carrying out or facilitating the client’s instructions or responding to the client’s queries or requests

All existing or future customer due diligence, client verification procedures and ongoing account
administration (including but not limited to monitoring, screening and sanctions risk assessments)

Daily operation of accounts, services, products and/or other financial services and facilities
provided to or to be provided to the client

Performing Barrenjoey administrative operations, including accounting, record keeping, archiving,
systems development, testing and Employee training

Performing control and risk management functions — including monitoring credit exposure,
conducting credit checks and general audits, anti-money laundering regulatory screening, reporting
and monitoring

Developing and identifying products and services that may interest clients
Enhancing operational technology, finance, compliance and other support function efficiencies
Managing supplier relationships

Enforcing the obligations of the client including collection of amounts outstanding from the client
and its guarantor(s) or security provider(s)

Assisting other financial institutions or financial intermediaries to conduct credit checks and collect
debts

Managing Barrenjoey’s rights and obligations in relation to external party payments

®
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¢ Handling complaints and managing legal matters and litigation
e Conducting market or customer satisfaction research

¢ Informing individuals about other products and services and Barrenjoey offers (unless specifically
requested by the client not to do so)

¢ Inviting individuals to events that may interest them

e Assessing and processing employment applications and conducting due diligence as part of pre-
employment screening

e \When considered necessary by Barrenjoey to comply with any law, regulation, court or tribunal
order or requirement of a regulatory or self-regulatory body, tax authority orindustry bodies, whether
located in Australia or any offshore jurisdiction and

e Any other purpose relating to or in connection with Barrenjoey’s business, operations or dealings.

Barrenjoey may disclose personal information to the following parties:

e Employees, agents, subcontractors, insurers, consultants, exchanges, repositories, depositories,
clearing houses, affiliated or unaffiliated providers of outsourced or other services in connection
with the provision of services, operations or products or otherwise in connection with the operation
of Barrenjoey’s business

e Professional advisers to Barrenjoey

e Any financial institution or financial intermediary with which the client has or proposes to have
dealings or otherwise is in connection with the provision of services or products

¢ Governmental, regulatory, supervisory, law enforcement, or similar authority (including tax authority)
or industry body in Australia or any offshore jurisdiction

e Trade repositories or similar facilities or institutions (and related third party service providers),
whether pursuant to legislation, regulation, supervisory directive or otherwise, located in Australia
or any offshore jurisdiction

e Any court of competent jurisdiction in defence of claims or enforcement of rights in any jurisdiction
e Barrenjoey’s Auditors and the Auditors of clients

e Anassignee or proposed assignee of any of Barrenjoey’s rights or obligations

e Any person or organisation who introduces an individual to Barrenjoey

e Credit reference agencies

e Any person with whom Barrenjoey may enter a transaction under which payments may be made by
reference to an agreement with a client

e Debt collection agencies (in the event of default — except for information of referees and third parties
other than debtors and guarantors) and
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e Any person to the extent necessary, in Barrenjoey’s view, to carry out the instructions given to
Barrenjoey.

4. Cross Border Disclosure

In some circumstances, Barrenjoey may need to disclose personal information to its branch(es), affiliates
or third parties who operate outside of Australia, this includes locations in the jurisdictions listed below.
Those parties may make such personal information available to the regulators and government of such

jurisdictions in accordance with their respective local law requirements.

Barrenjoey does not disclose personal information outside of Australia unless it has taken reasonable
steps to seek to ensure that the overseas recipient of the information has adequate data protection

arrangements in place, or the individual has consented to the disclosure of the information (“APP 8”).

Personal information may be disclosed to third parties in jurisdictions outside Australia including: Abu
Dhabi Global Market, Hong Kong, India, Ireland, Fiji, New Zealand, Singapore, UK, United States, Japan,

European member countries.

5. Storage and Data Security

Barrenjoey should keep personal information secure, whether it is stored in hard copy files or

electronically, on Barrenjoey’s premises or off-site with service providers.

Barrenjoey should adopt reasonable security measures to protect the personal information it holds from
interference, misuse, loss and from unauthorised access, modification or disclosure, limit Employee
access to personal information to a ‘need to know’ basis and takes reasonable steps to destroy or
permanently de-identify personal information if it is no longer needed for any purpose for which the

personal information may be used and disclosed under this policy, (“APP 117).

6. Access

Individuals are entitled to access their personal information that Barrenjoey holds about them. Individuals
at any time may make a request in writing in a manner which identifies the nature of the personal

information requested, (“APP 117).

Generally, Barrenjoey will provide individuals with access to the personal information it holds about them
within a reasonable time. Under certain circumstances however, Barrenjoey may not be able to provide

individuals with access to the personal information it holds about them, which includes when:
e [twould have an unreasonable impact on the privacy of another individual
o The requestis frivolous or vexatious
o Information relates to legal proceedings with the individual

e The information would reveal a commercially sensitive decision-making process or
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e Barrenjoeyis prevented by law from disclosing the information, or providing access would prejudice
certain investigations.

Unless unable to do so, Barrenjoey will inform the individual of the reason(s) for refusing access.

Barrenjoey may charge individuals a fee for providing access to their personal information.

7. Correction

Barrenjoey must take reasonable steps to seek to ensure that the personal information it holds is not
inaccurate, incomplete, out of date, irrelevant or misleading. This includes correcting personal information

identified as being incorrect.

Barrenjoey will endeavour to respond to any request to correct personal information within a reasonable

period after the request is made (usually within 21 days).

If Barrenjoey corrects an individual’s personal information and it has previously disclosed this information
to another APP entity, where the individual requests so, unless it is impracticable or unlawful to do so,

Barrenjoey will take reasonable steps in the circumstances to notify the other APP entity of the correction.

If Barrenjoey receives a request for correction to personal information it holds about an individual and
Barrenjoey disagrees that the information is incorrect, then, unless unable to do so, Barrenjoey will inform
the individual of the reason(s) for refusing to correct their personal information. In such circumstances an
individual will have a right to request Barrenjoey to attach a statement to all their personal information they

believe is inaccurate, out of date, incomplete, irrelevant or misleading.

8. Direct Marketing

Barrenjoey seeks to not use or disclose personal information for the purpose of direct marketing, unless an
exception applies (“APP 77).

Barrenjoey seeks only to use or disclose personal information collected from an individual for direct

marketing if permitted, and if:

e The individual would reasonably expect that Barrenjoey would use or disclose the information for
the purpose of direct marketing

e Barrenjoey has provided a simple means for the individual to request to opt out from receiving direct
marketing communications and

e Theindividual has not requested to opt out.

Where the personal information is collected from a third party, Barrenjoey endeavours to only use or

disclose the personal information for direct marketing if:

e Theindividual consented to the use or disclosure for this purpose and the individual has not opted
out or it is impracticable for Barrenjoey to obtain the individual's consent

MFG B
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¢ Barrenjoey has provided a simple means for opting out of direct marketing and the individual has
not opted out and

e Barrenjoey has included a prominent statement in each direct marketing communication stating that
individuals can request to stop receiving direct marketing and no request has been made to opt out.

An individual may request, at no cost, not to receive direct marketing. An individual may also ask
Barrenjoey to identify the source of the personal information used or disclosed for direct marketing.
Barrenjoey will notify the individual in 14 days (unless special circumstances apply) of the source of the

personal information.

9. Complaints

If an individual feels that Barrenjoey has acted inconsistently with this policy:

¢ if an Employee, the individual can raise a complaint to Legal

e if a supplier, the individual can raise a complaint with their Barrenjoey contact, who should raise it
with Legal

e if a client, the individual may make a written complaint in accordance with the relevant policy
Barrenjoey will seek to resolve the complaint internally and notify the individual involved within a
reasonable time frame. If an individual is not satisfied with the outcome of an investigation in relation
to the handling of their personal information, the individual may complain to an external dispute
resolution body or the OAIC.

10. The Notifiable Data Breaches (NDB) Scheme

The NDB scheme requires relevant entities like Barrenjoey to notify affected individuals and the OAIC

about ‘eligible data breaches”. An eligible data breach occurs when the following criteria are met:

e thereis unauthorised access to or disclosure of personal information held by Barrenjoey
e thisis likely to result in serious harm to any of the individuals to whom the information relates
e Barrenjoey has been unable to prevent the risk of serious harm with remedial action.

Barrenjoey will endeavour to conduct an assessment if it is not clear if a suspected personal information
breach meets these criteria. The assessment will determine whether the breach is an ‘eligible data breach’

that triggers notification obligations.

The primary purpose of the NDB scheme is to enable a process by which individuals are notified if their
personal information is involved in a breach that is likely to result in serious harm. This has a practical

function: once notified about a breach, individuals can take steps to reduce their risk of harm. For example,

" Part IIIC of the Privacy Act.
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an individual can change passwords to compromised online accounts, and be alert to identity fraud or

scams.

The NDB scheme also serves the broader purpose of enhancing Barrenjoey accountability for privacy
protection. By demonstrating that it is accountable for privacy, and that breaches of privacy are taken
seriously, the NDB scheme works to build trust with clients that their personal information is being handled
appropriately by Barrenjoey.

10.1What is a personal information breach and how is it identified?

A personal information breach occurs when personal information is subject to unauthorised access or

disclosure. Not all personal information breaches will be eligible data breaches.

A personal information breach may be caused by malicious action (by an external or inside party), human

error, or a failure in information handling or security systems.

A personal information breach is a type of information incident which needs to be recorded in
Barrenjoey'’s enterprise risk and compliance platform. An information incident occurs when information
(such as personal information, confidential information and/or Barrenjoey proprietary information) is either
accessed or disclosed when that access or disclosure may not have been authorised or may have been

inadvertent.

10.2 The type of personal information involved in a personal information breach

Some kinds of personal information may be more likely to cause an individual serious harm if
compromised. Examples of the kinds of information that may increase the risk of serious harm if there is a

personal information breach include:

e ‘sensitive information’, such as information about an individual’s health and finances
e documents commonly used for identity fraud

e a combination of different personal information that, when combined, allows more to be known
about an individual.

10.3 Circumstances of a personal information breach

The specific circumstances of a personal information breach are relevant when assessing whether there is

a risk of serious harm to an individual. This may include consideration of the following:

Whose personal information was involved in the breach?

Consideration of whose personal information was involved in the breach is important, as certain people
may be at particular risk of serious harm. A personal information breach involving the names and
addresses of individuals might not, in various circumstances, be likely to result in serious harm to an
individual, particularly if that information is already publicly available. However, if Barrenjoey knows that
the information involved primarily relates to individuals known to be vulnerable, this may increase the risk

of serious harm.
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How many individuals were involved?

If the breach involves the personal information of many individuals, the scale of the breach will affect
Barrenjoey’s assessment of risks. Even if Barrenjoey considers that each individual will only have a small
chance of suffering serious harm, if more people’s personal information is involved in the breach, it may be
more likely that at least some of the individuals will experience serious harm. From a risk perspective, it
may be prudent, depending on the circumstances, to assume a breach involving the personal information
of a very large number of people is likely to result in serious harm to at least one of those individuals,

unless context or circumstances would support this not being the case.

Do the circumstances of the personal information breach affect the sensitivity of the personal information?

A breach that may publicly associate a client’s personal information with a sensitive transaction they have

been involved in may increase the risk of serious harm.

How long has the information been accessible?

The time between when the personal information breach occurred and when Barrenjoey discovers the
breach will be relevant to the consideration of whether serious harm is likely to occur. For example, if an
individual’s information is publicly accessible for a significant period before Barrenjoey is aware of the
breach, it may be more likely that the individual’s information has been accessed in ways that will result in

serious harm.

Is the personal information adequately encrypted, anonymised, or otherwise not easily accessible?

A relevant consideration is whether the information is rendered unreadable using security measures to
protect the stored information, or if it is stored in such a way so that it cannot be used if breached. In
considering whether security measures (such as encryption) applied to compromised data are adequate,
Barrenjoey will consider whether the method of encryption is an industry-recognised secure standard at
the time when an assessment of the likelihood of risk is conducted. Additionally, Barrenjoey will have
regard to whether the unauthorised recipients of the personal information would have the capability to
circumvent these safeguards. For example, if an attacker holds both encrypted data and the encryption

key needed to decrypt that data, Barrenjoey cannot assume the data is secure.

What parties have gained or may gain unauthorised access to the personal information?

Where a third party obtains unauthorised access to personal information, or appears to target personal
information of a particular individual or group of individuals, this might increase the risk of serious harm as

it may be more likely the personal information is intended for malicious purposes.

10.4 The nature of the harm

In assessing the risk of serious harm, Barrenjoey will consider the broad range of potential kinds of harm

that may follow a personal information breach. This would include:

e identity theft

e significant financial loss
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e threats to an individual’s physical safety

e loss of business or employment opportunities

¢ humiliation, damage to reputation or relationships
e workplace or social bullying or marginalisation.

The likelihood of a particular harm occurring, as well as the anticipated consequences for individuals

whose personal information is involved in the breach if the harm materialises, are relevant considerations.

10.5 Preventing serious harm with remedial action

If Barrenjoey takes remedial action such that the personal information breach would not be likely to result
in serious harm, then the breach is not an eligible data breach and therefore not reportable to the OAIC.

Further, if the remedial action prevents the likelihood of serious harm to some individuals within a larger
group of individuals whose information was compromised in a breach, notification to those individuals for

whom harm has been prevented is also not required.

10.6 Consequences of a personal information breach

Individuals whose personal information is involved in a personal information breach may be at risk of
serious harm, whether that is harm to their physical or mental well-being, financial loss, or damage to their
reputation.

The types of harm could include:
o financial fraud
e identity theft causing financial loss or emotional and psychological harm
e violence or intimidation.

A personal information breach can also negatively impact Barrenjoey’s reputation for privacy protection,
and as a result impact its commercial interests. If Barrenjoey were perceived to be handling personal
information contrary to community expectations, clients might seek out alternative financial service
providers.

Barrenjoey reduces the reputational impact of a personal information breach by effectively minimising the
risk of harm to affected individuals, and by demonstrating accountability in its breach responses. This
involves being transparent when a personal information breach, which is likely to cause serious harm to
affected individuals, occurs. Transparency demonstrates that Barrenjoey takes its responsibility to protect
personal information seriously, which is integral to building and maintaining trust in Barrenjoey’s personal
information handling capability.
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11. Barrenjoey’s DBRP

Barrenjoey’s DBRP is set out in this section and provides the framework for the roles and responsibilities
involved in managing a personal information breach. It also describes the steps to take if a personal

information breach occurs and includes:

e astrategy for containing, assessing and managing personal information breaches
e theroles and responsibilities of Employees
¢ who Employees should inform immediately if they suspect a personal information breach

e the circumstances when a personal information breach must be escalated to the Data Breach
Response Team and

e record keeping.

T1.1Purpose

The data breach response plan assists Barrenjoey to:

e meetits obligations under the Privacy Act — Barrenjoey endeavours to take reasonable steps to
protect the personal information that it holds. A DBRP focused on reducing the impact of a breach is
one of these reasonable steps

e /imit the consequences of a personal information breach — A quick response can reduce the
likelihood of affected individuals suffering harm. It can also lessen financial or reputational damage
to Barrenjoey should it experience a breach

o preserve and build client trust — An effective data breach response demonstrates Barrenjoey’s
commitment to customer support and its respect for individual’s privacy. It also demonstrates
Barrenjoey’s ability to manage personal information in accordance with client and regulatory
expectations.

11.2 Documentation

Legal endeavours to record personal information breaches, including those that are not required to be
reported to the OAIC This will assist in ensuring that there is a record of how Barrenjoey has met its legal

obligations.

Legal endeavours to evaluate how a personal information breach occurred, and the success of the
response in relation to the breach. This evaluation will assist Barrenjoey to improve its personal

information handling and personal information breach management.

11.3 Preliminary steps

The following sets out the preliminary steps to be taken where a personal information breach occurs or is

suspected of occurring.
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All actual or suspected information incidents should be registered in Barrenjoey’s enterprise risk and
compliance platform. The business or infrastructure area that identifies a potential information incident is

responsible for promptly registering the incident in accordance with the relevant policies.

All information incidents (including those involving personal information) should be escalated to Legal for
an initial assessment. If not already commenced, Legal will take action to contain any breach as soon as
reasonably practical. Legal is responsible for recording all information incidents (including those involving

personal information breaches) in Barrenjoey’s enterprise risk and compliance platform.

Where the personal information breach is not assessed as an eligible data breach, the General Counsel or
their delegate will determine if the personal information breach is one that requires escalation to the Data
Breach Response Team for a full investigation or is a matter that can be dealt with through existing

incident breach processes.

Where the personal information breach is assessed as an eligible data breach, it is required to be

escalated to the Data Breach Response Team.

The Annexure sets out a flow diagram of the steps involved in handling an information incident involving a

suspected personal information breach.

11.4 Data Breach Response Team

The Data Breach Response Team is responsible for carrying out the actions that can reduce the potential
impact of an eligible data breach or other personal information breach referred to the team. The team
members and their roles and responsibilities are clearly set out below so that unnecessary delays will be

prevented should a breach event occur.

The Data Breach Response Team is made up of Barrenjoey’s CEQ, relevant Business COQs, Chief Risk
Officer, General Counsel, CTO and Head of Communications, or their delegates, with the following

responsibilities:

CEO e Response oversight
e to assist in communicating with affected individuals and dealing with the media
and external stakeholders.
Business COO e Assistin the collation of facts regarding the cause and impact of a breach
e Assist to devise and implement any response and remediation measures
e Provide support to the Data Breach Response Team, as needed.
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General Counsel e Legal support - to identify legal obligations and provide advice

e Liaise with People & Culture (P&C) — if the breach was due to the actions of an
Employee or the breach relates to an Employee’s personal information held by
Barrenjoey

e Coordinate with Compliance, Risk, IT and relevant COOs

e Document the facts and circumstances of the personal information breach, the
response to the breach, the time and date of any notifications required to
affected individual(s) and the OAIC, and remediation measures

e together with Compliance, consider whether notification to relevant authorities,
other than the OAIC, is required (for example, ASIC, APRA, AUSTRAC and Law
Enforcement).

Chief Risk & e provide support to Legal (where required)

Compliance Officer ¢ togetherwith Legal, consider whether notification to relevant authorities, other
than the OAIC, is required (for example, ASIC, APRA, AUSTRAC and Law
Enforcement).

risk management support — to assess the risks presented by the breach

e together with Technology, assist in reviewing the security and monitoring
controls related to the breach.

The Head of Risk

Chief Technology e Technology and forensics support — to help establish the cause and impact of a
breach that involved IT systems

Officer
e together with Risk, assist in reviewing security and monitoring controls related
to the breach.
Head of e Handle media/communications if necessary.

Communications

11.5 Actions to be taken

Personal information breaches can be caused or exacerbated by a variety of factors, involve different
types of personal information, and give rise to a range of actual or potential harm. As such, there is no
single way of responding to a personal information breach. Each breach will need to be dealt with on a
case-by-case basis, with an understanding of the risks posed by a breach and the actions that would be

most effective in reducing or removing these risks.

Step 1: Contain the personal information breach to prevent any further compromise of personal information.

Once the Data Response Team is aware or suspects that a personal breach has occurred, if not already
done, it will, as soon as reasonably practical, take action to limit the breach. This may involve, for example,
stopping the unauthorised practice, recovering records, or shutting down the system that was breached.
If it is not practical to shut down the system, or if it would result in loss of evidence, then the CTO will

revoke or change computer access privileges or address weaknesses in physical or electronic security.

The Data Breach Response Team will generally identify strategies to contain a personal information breach

by assessing the following questions:

e How did the breach occur?
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e s the personal information still being shared, disclosed, or lost without authorisation?
e Who has access to the personal information?

e \What can be done to secure the information, or stop the unauthorised access or disclosure, and
reduce the risk of harm to affected individuals?

If the Data Breach Response Team is of the belief the breach is an eligible data breach, steps towards
notifications to impacted individuals and the OAIC (and any other authorities team relevant) will

commence without delay.

Step 2: Assess the personal information breach by gathering the facts and evaluating the risks.

An assessment of the personal information breach will assist the Data Breach Response Team to
understand the risks posed by a personal information breach and how these risks can be addressed. It

should be conducted as expeditiously as possible.

The role of the Data Breach Response Team is to gather and evaluate as much information about the
breach as possible. By creating a complete picture of the breach, the Data Breach Response Team can
seek to understand the risk of harm to affected individuals and identify and take appropriate steps to limit
the impact of a breach. This assessment should also assist the Data Breach Response Team in deciding

whether affected individuals must be notified.

In assessing the personal information breach, the Data Breach Response Team will consider:
e the type of information involved in the breach
e the circumstances of the breach, including its cause and extent

e the nature of the harm to affected individuals, and if this harm can be removed through remedial
action

Barrenjoey is required to assess ‘suspected’ eligible data breaches and take reasonable steps to complete
an assessment within 30 days. Where Barrenjoey cannot reasonably complete an assessment within 30
days, Legal will seek to document the circumstances of the delay, so that Barrenjoey is able to

demonstrate:
e that reasonable steps have been taken to complete the assessment within 30 days
e the reasons for the delay

e that the assessment was reasonable and expeditious

Step 3: Notify individuals and the OAIC if required.

Notification is an important mitigation strategy that has the potential to benefit both Barrenjoey and the
individuals affected by a personal information breach. The challenge is to determine when notification is

appropriate.
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Sometimes, notifying individuals can cause undue stress or harm. For example, notifying individuals about

a personal information breach that poses very little or no risk of harm can cause unnecessary anxiety. Each

incident needs to be considered on a case-by-case basis to determine whether breach notification is

required.

As part of the Data Breach Response Team’s assessment of whether a personal information breach will

need to be notified, the following matters should be considered:

the legal obligations of Barrenjoey under the NDB scheme

other circumstances in which affected individuals should be notified. For example, whilst Barrenjoey
may not have legal obligations under the NDB scheme, it may still determine that it is prudent to
notify affected individuals in certain circumstances (e.g. for client relationship purposes)

how notification should occur, including what information is provided in the notification
how the natification will be communicated to affected individuals
who is responsible for notifying affected individuals and creating the notification

who else other than affected individuals and the OAIC should be notified. As above, the Data Breach
Response Team should consider whether a personal information breach gives rise to an obligation
to notify authorities other than the OAIC.

Step 4: Review the incident and consider what actions can be taken to prevent future breaches.

A review of the personal information breach should be conducted by the Data Breach Response Team. The

following areas may be addressed (as appropriate) as part of the review:

a security review including a root cause analysis of the personal information breach

a prevention plan (if necessary) to assist the prevention of similar incidents in the future
audits to support the implementation of the prevention plan

a review of policies and procedures and changes to reflect lessons learned from the review
changes to employee training practices

areview of service delivery partners if they were involved in the breach.

Following a review, the Data Breach Response Team may need to arrange for relevant Employees to be

trained on any changes or updates that might be made to relevant policies and procedures to support a

quick response to a personal information breach in the future.
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12. Notification

121 Notification options

Under the NDB scheme there are three options available to Barrenjoey for notifying individuals at risk of

serious harm?.

Whether a particular option is practicable involves a consideration of the time, effort, and cost of notifying
individuals at risk of serious harm in a particular manner. These factors shall be considered by the Data
Breach Response Team when undertaking step 3 of the DBRP.

Option 1 — Notify all individuals

If it is practicable, Barrenjoey will seek to notify each of the individuals to whom the relevant information

relates. That is, all individuals whose personal information was part of the eligible data breach.

The benefits of this approach include seeking to ensure that all individuals who may be at risk of serious
harm are notified and allowing them to consider whether they need to take any action in response to the
eligible data breach.

Option 2 — Notify only those individuals at risk of serious harm

If it is practicable, Barrenjoey will seek to notify only those individuals who are at risk of serious harm from

the eligible data breach?.

The benefits of this targeted approach include avoiding unnecessary distress to individuals who are not at

risk and reducing administrative costs, where it is not required by the NDB scheme.

Option 3 — Publish notification

If neither option 1or 2 above are practicable, for example, if Barrenjoey does not have up-to-date contact
details for affected individuals, then an option remains for Barrenjoey to publish a copy of the statement on

its website*.

Taking proactive steps to publicise the substance of the eligible data breach (and at least the contents of
the statement), aims to increase the likelihood that the eligible data breach will come to the attention of

individuals at risk of serious harm.

While the Privacy Act does not specify the amount of time that Barrenjoey must keep the statement

accessible on its website, the OAIC has stated that it expects that it is available for at least 6 months.

2 Privacy Act - s 26WL(2).
3 Ibid,, - s 26WL2)(b).
4 Ibid., - s 26WL(2)(c).
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NOTE: Option 3 is only available if options 1 or 2 are not practicable.

12.2 Timing of notification

Barrenjoey must seek to notify affected individuals as soon as practicable after completing the statement

prepared for notifying the OAICS.

If Barrenjoey notifies individuals at risk of serious harm from the eligible data breach before it notifies the
OAIC, Barrenjoey will not need to notify the individuals again, so long as they were notified of the contents

of the statement given to the OAIC.

12.3 What to include in an eligible data breach statement?

The following is an example of what to include in a statement about an eligible data breach:

e Barrenjoey’s contact details
e adescription of the eligible data breach
e the kind or kinds of information involved in the eligible data breach

e what steps Barrenjoey recommends individuals take in response to the eligible data breach.

13. Record keeping and retention

All documentation relevant to a personal information breach should be managed by Legal. This includes
personal information breaches that did not require formal notification to the OAIC and have been

resolved.

In accordance with the applicable record keeping policy, the documentation must be retained for a period

of 7 years from the date of the breach.

14. Policy and DBRP approval and review

This policy and DBRP is to be reviewed not less than every 24 months. A report of any material

recommended changes should be submitted to the Barrenjoey Operating Committee for approval.

Barrenjoey may amend, replace, or withdraw this policy (or any part of it) at any time at its discretion.

5 Ibid., - s 26WL(3)).
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15. Glossary
Term Definition
APPs The Australian Privacy Principles set out Schedule 1to the Privacy Act,
which apply to APP entities.
Barrenjoey or Magellan Financial Group Limited (“MFG”) and its related bodies
Barrenjoey Group corporate (together, the “Barrenjoey Group” or “Barrenjoey”).

Magellan or Magellan
Group

Data Breach Response
Team

Personal information
breach

Eligible data breach

Employees

OAIC
Personal information
Privacy Statement

Sensitive information

Supervisor

Magellan Financial Group Limited (“MFG”) and its related bodies
corporate (together, the “Barrenjoey Group” or “Barrenjoey”).

Barrenjoey Employees responsible for assessing and coordinating
responses to an eligible data breach or other personal information
breach, as defined in section 11.4.

Is the unauthorised access or disclosure of personal information, or
loss of personal information.

Is the unauthorised access or disclosure of personal information, or
loss of personal information, which is likely to result in serious harm to
any of the individuals to whom the information relates, and the entity
has not been able to prevent the likely risk of serious harm with
remedial action (see s 26WE of the Privacy Act).

Persons engaged by Barrenjoey as staff members onaon a
permanent, fixed term, maximum term, part-time, casual or contract
basis.

Office of the Australian Information Commissioner.
Is defined in Section 2.1 above.
Means the statement referred to in Section 2.4 above.

Is defined in s 6(1) of the Privacy Act to include personal information
about an individual’s racial or ethnic origin, political opinions,
membership of a political association, religious beliefs or affiliations,
philosophical beliefs, membership of a professional or trade
association, membership of a trade union, sexual orientation or
practices, or criminal record. Sensitive information also includes all
health information, genetic information, biometric information that is to
be used for the purpose of automated biometric verification or
biometric identification, and biometric templates.

A person with delegated responsibility for the oversight and direction
of Employees, in accordance with Barrenjoey’s organisational
structure and each relevant Employee’s role and responsibilities.
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Annexure

Personal Information Breach Response Workflow

Barrenjoey Employee becomes aware, or suspects a potential personal information
breach has occurred
e Contain the breach to prevent any further compromise of personal information.

v

Employee

¢ Immediately notifies their supervisor and Legal of the suspected breach.
e Records incident in Barrenjoey’s enterprise risk and compliance platform.
e Employee assists Legal to record the relevant details of the breach.

4

Legal
e Assess the personal information breach by gathering the facts and evaluating the risks.
e Assists to contain the personal information breach (of applicable)
e General Counsel determines whether the breach is serious enough to escalate to the Data Breach
Response Team.
¢ If required — immediately escalates to the Data Breach Response Team.

. 4

<+—> <+—> <“—> <+—>
Compliance & AFC Business COOs Group CEO General Counsel CTO

4

Data Breach Response Team
e Legal convenes the Data Breach Response Team

h 4

Data Breach Response Team
e Assess the personal information breach
e Decide if notification to affected individuals and the OAIC is required (and/or any other relevant
authorities)

Legal and Compliance

e Ifrequired — Notifies affected individuals and the OAIC (and /or other relevant authorities)
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